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Abstract

Virtualization solutions within embedded systems play a crucial role, offering benefits in varied industries including automotive,
aerospace and loT. The contribution of this work is an overview of the current state-of-the-art, identifying open questions and
outlining new developments. The methodology involves a systematic review of recent literature, which is categorized based on
content and keywords. Central findings from existing studies are summarized according to different virtualization approaches
and enhanced with new insights from the reviewed papers, allowing for future exploration of presented research directions.

1. Introduction

Virtualization has become a crucial component in embedded sys-
tems, even in safety-critical industries [LLC23] like automotive
[CDSM?22], aerospace [SAVV*22] and IoT [LT22]. It helps to re-
duce size, weight, power consumption and costs [ILK*23], and
is used to consolidate multiple software systems on the same
system-on-a-chip (SoC) [CDSM22]. However, as embedded sys-
tems become more complex, they require robust isolation prop-
erties [SWL*22, CCDSR22]. Despite the widespread adoption of
virtualization in various industries, only a few of the reviewed pa-
pers ( [LLC23,CCDSR22]) provide a general overview of the cur-
rent state-of-the-art in virtualization for embedded systems. This
work contributes an updated overview of virtualization in embed-
ded systems. It identifies open questions and new developments in
the research area, serving as a foundation for further research and a
starting point for interested students.

2. Paper Selection Criteria

To refine the paper selection, a query mandates the inclusion of
(All Metadata’: embedded) AND (’All Metadata’: virtualization),
excluding those with (’Document Title’: network). For retrieval of
scientific and engineering literature, the databases IEEE Xplore and
Springer Professional with institutional access for IEEE Xplore
and the “Professional Book Archive Wirtschaft + Technik* license
for Springer Professional are utilized. Consequently, only papers
classified as open access or available through the aforementioned
subscriptions are considered.

To ensure contemporary relevance, the search is limited to the
last two years (2022-2023). The Springer Professional database re-
turns 12 results, none of which are deemed relevant to the sub-
ject, while the IEEE Xplore database produces 43 results, with 28
meeting the relevance criteria. Additionally, information is gath-
ered from the primary sources of the reviewed papers. Relevance
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in this context is ascribed to papers addressing virtualization tech-
niques applied to embedded systems or presenting an overview
within this domain. Evaluation follows a sequential process, ini-
tially considering the title, followed by the abstract, then introduc-
tion and conclusion, and finally the full text examination. Acknowl-
edging time and resource constraints, this work does not claim to
be exhaustive.

3. Literature Analysis

To extract relevant information from the selected papers, the fol-
lowing sub-questions are formulated. These are intended to provide
a guideline for the literature analysis.

e What are the current industry use cases for virtualization in the
embedded domain?

e What are the current approaches to virtualization in the embed-
ded domain?

e Which issues or open question exist within current approaches?

e Are there any new developments which try to address these is-
sues?

Further, in order to get a quantitative overview of the papers, they
are categorized according to their content and provided keywords.
It has to be noted that some papers can fall into multiple categories.
The results of this categorization are presented in table 1.

4. Industry Use Cases

In the following, use cases for virtualization in the industry men-
tioned in the reviewed papers are presented. In the automotive do-
main, the transformation of vehicles to have an increased connec-
tivity to the outside world introduces new safety and security chal-
lenges, which virtualization aims to solve [KR23]. Additionally,
consolidation of Electronic Control Units (ECUs) can be achieved
by virtualization [GW22], with the overall goal of reducing costs
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Category Related papers

Survey

Container

Hypervisor

Separation kernel / Microkernel
Unikernel

Mixed criticality

Certification

Real-time

Simulation

Hardware support (incl. FPGA, RISC-V)
Energy/Power

Education

Security

Cellular devices

Automotive

Aerospace
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Table 1: Categorization of reviewed papers from the IEEE Xplore
database.

[AHFK22]. Trying to consolidate components by leveraging vir-
tualization is not limited to automotive systems, but is also used
in other domains (e.g. cellular devices [PPL22]). Virtualization is
also utilized to construct simulation platforms for embedded sys-
tems, which improve research efforts by reducing experimental cy-
cles and resource investments [HCDD22] or allow exploration and
optimization of functional safety and security [KR23].

5. Virtualization Approaches
5.1. General-purpose Hypervisors

While general-purpose hypervisors like KVM and Xen were mostly
used in server virtualization [CCDSR22], they are also currently
used in embedded systems when properly tuned [AF19, Bonl5,
XLL*15, Thel8]. Xen for example is widely used in Xilinx Zynq
platforms [ALJ*22]. For Xen, efforts have been made to opti-
mize the schelduling algorithms of the virtual CPUs as well as
to improve the interrupt handling [XWLGI11, XXL*14, JYY11,
GCGV06,GCN*09, ALJ*22].

Miiller et al. [MAK22] highlight a research gap in open-
source virtualization solutions for embedded systems and high-
performance computing units. Their study evaluates KVM’s perfor-
mance on an NVIDIA DRIVE AGX Xavier Developer Kit, reveal-
ing poor performance and significant overhead, limiting its prac-
tical usability in real-world scenarios. Analysis of introduced la-
tencies by KVM [AF19] show, that it is suitable for use in some
real-time scenarios, while other sources explain how requirements
can not be met or only with significant effort [SWL*22, MTS*20,
Bonl5].

Limitations of KVM and Xen are that they depend on the Linux
kernel and that verification for functional correctness is difficult, if
not impossible [HMS*23]. Form a security perspective, due to the
size of their code base, they also have an increased attack surface
[HMS*23].

5.2. Separation Kernels and Microkernels

Separation kernel and microkernel solutions aim for a low-
complexity hypervisor while providing a high level of isolation,
fitting well for embedded systems due to factors like depend-
ability, certification, testing requirements and board platform sup-
port [CCDSR22]. Recent hypervisors combine separation Kker-
nel and virtualization concepts, enabling isolation of virtual ma-
chines at different criticality levels on the same hardware platform
[CCDSR22]. Virtualization solutions based on separation kernels
are also referred to as partitioning hypervisors [CCDS22]. They
statically partition all platform resources and assign each one ex-
clusively to a single virtual machine [MTS*20].

Representatives include VxWorks MILS (as cited by
[CCDSR22]), Xtratum [CRM*09], and Jailhouse [Sie]. L4
microkernel-based solutions like PikeOS [sys], NOVA [SK10]
and seL4 [KEH*09], the latter being formally verified for imple-
mentation correctness, are also mentioned [CCDSR22, HMS*23].
Generally, the most advanced solutions regarding certification
are proprietary [CCDSR22]. In a recent paper by Cinque et
al. [CDSM22], the authors try to identify a direction for certifying
the open-source hypervisor Jailhouse according to the ISO 26262
standard. They assess the hypervisor using fault injection testing
and were able to find some possible criticalities, leading to the
hypervisor malfunctioning.

Martins and Pinto [MP23] analyze the static partitioning hyper-
visors (SPHs) Jailhouse, Xen (Dom0O-less), Bao and sel.4 CAmkKES
VMM. They highlight challenges in enhancing them. These include
addressing inter-core interference, optimizing interrupt injection
paths, achieving a balance between the simplicity of monolithic
SPHs and the flexibility of microkernels, minimizing critical VM
boot time overhead and ensuring secure full I/O passthrough mech-
anisms.

Partitioning hypervisors like Jailhouse and Bao aim to solve per-
formance and security concerns of traditional hypervisors, but rely
on static partitioning, assuming no resource sharing among guests
[SWL*22]. To address this, Shen et al. [SWL*22] propose Shyper,
a hypervisor employing hierarchical resource isolation strategies.

5.3. Unikernels

Unikerels, single-purpose applications compiled with necessary
libraries and a thin OS layer [OLC*22], are gaining popular-
ity for embedded domains as lightweight virtualization solutions
[CCDSR22]. Despite their potential advantages, industry adoption
is slow [MLS*17], due to challenges in porting existing applica-
tions to unikernel models [MLS*17, OLC*22, KBL*21]. Hermi-
Tux [OLC*22] addresses this by offering system call level binary
compatibility with Linux applications, enabling it to run them with-
out additional porting effort. However, open questions remain, in-
cluding the need for stronger isolation proofs for certification in this
domain [CCDSR22]. While many of the reviewed papers thematize
real-time and mixed-criticality systems (table 1), only one survey
paper [CCDSR22] addresses unikernels in this context, which con-
cludes more analysis regarding their feasibility in aforementioned
domains is required.
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5.4. Containers

Container-based solutions, falling into the category of Operat-
ing System level virtualization, offer a lighter form of virtualiza-
tion without emulating physical hardware compared to hypervisor-
based solutions [CCDSR22]. While gaining momentum in real-
time systems, further analysis is needed, especially regarding
certification and isolation testing tasks in industrial contexts
[CCDSR22].

Industrial domains like automotive and avionics, typically em-
ploy embedded systems. Containers show promise here, but are not
yet fully mature for real-time capabilities [SBAP20]. Challenges
identified by Struhdr et al. [SBAP20] include the need for tools in
real-time container management, communication between contain-
ers addressing real-time and security requirements and miscella-
neous issues, like safety and security analysis, performance tests
and resource utilization.

Stahlbock et al. [SWK22] discuss potential concerns for time-
sensitive embedded systems, particularly the startup time of con-
tainers. They propose a concept to reduce preparation time dur-
ing container creation, but acknowledge limitations such as experi-
ments not reflecting real-world scenarios, assumptions about over-
head and a lack of defined upper limits for acceptable startup times.

5.5. Hardware supported virtualization

Arm TrustZone is a hardware-based security extension for ARM
processors, which allows to run a RTOS and a GPOS as isolated
guests in a secure and non-secure environment [CCDSR22, PP22].
Regarding hardware-driven innovations in the virtualization area,
Cinque et al. [CCDSR22] name ARM TrustZone-based solutions
as main example in the embedded domain. According to the au-
thors many embedded systems providers (e.g. Xilinx) build their
production on top of ARM CPUS, which is why these are gaining
momentum today.

A type 0 hypervisor, a term introduced by Jansen et al. [JKD*17],
is a hypervisor which is implemented in hardware. BlueVisor
[JWD*22] is a recently proposed hypervisor falling into this
category, promising higher performance and more predictability
compared to software-based solutions. However, other sources
[CCDSR22] classify these type of initiatives as currently still im-
mature.

RISC-V, an open-source alternative to traditional instruction
set architectures (ISA), is already supported by some hypervisors
[LLC23, SMP22, RHS*22]. Adoption of this ISA shows there are
still missing virtualization features, which are partly already being
addressed, while other critical components to virtualization (e.g.
IOMMU) are still missing [SMP22].

6. Power Consumption and Security

As embedded systems are often employed in an environment with
limited power supply [HMS*23], some reviewed papers try to op-
timize it through consolidation of components by utilizing vir-
tualization [PPL22], reduction of wakeup delays for a hypervi-
sor [GW22] or solutions which dynamically scale clock frequency
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[KMI22,JYM*23]. Komori et al. [KMI22] apply Dynamic Voltage
Frequency Scaling (DVFS) virtualization algorithms on a system
and suggest applying it to multicore processors in the future, while
the other papers provide more specific solutions with less of a gen-
eral perspective.

The aspect of security is addressed in some reviewed papers
[SWL*22, WCG22,0LC*22], however only in few, security is the
main focus including a simulation platform for safety and security
exploration [KR23] and runtime security monitoring for embedded
hypervisors [HMS*23].

7. Discussion and Conclusion

While general purpose hypervisors have been adapted to embed-
ded use cases, a currently more fitting approach for embedded sys-
tems are separation- and microkernel solutions, as they are devel-
oped with the embedded domain in mind. Containers and uniker-
nels show potential, but industry adoption faces challenges. Ad-
vances in separation kernels and unikernels address issues like re-
source sharing and porting efforts. Hardware isolation features like
ARM TrustZone are already well established, while new develop-
ments like type 0 hypervisors are still in an early stage. Addition-
ally, RISC-V is gaining momentum and is already supported by
some hypervisors. Future research is required across several areas,
with separation- and microkernel posing more specific questions
and unikernels and containers requiring more general analysis. Due
to the limited scope of this work, a comprehensive analysis of all
topics can not be assumed, future works could focus on specific top-
ics and provide a more detailed analysis. This paper systematically
reviewed a selection of papers and provides a concise summary
of virtualization in embedded systems, highlighting central topics,
open questions and new developments for future exploration.
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